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ABSTRACT

We have developed a type of RFID tags that can communicate
with each other directly if there is an RF signal in their environ-
ment to support backscattering. These tags are passive and they
can form a tag-to-tag network. Our tags communicate by what we
refer to as multiphase probing. With this technique, we basically
explore the backscatter channel by reflecting the incident RF sig-
nal with different changes in the phase. We define a measure of
the backscatter channel, which we call backscatter channel state
information (BCSI). The BCSI is composed of backscatter chan-
nel phase, backscatter amplitude, and change in baseline excitation
level. When acquired over time, this measure provides rich RF ana-
lytics that can be used to extract various types of information from
the environment of the tags by signal processing/machine learning
methods. We show in the paper that this analytics is invariant w.r.t.
to some variables including the deployment environment. We pro-
vide results from experiments with our tags that demonstrate the
invariance of the BCSI.

Index Terms— RFID, Internet-of-Things, multiphase probing,
BCSI estimation, tag-to-tag networks

1. INTRODUCTION

In this paper, we address a network of RFID tags that can commu-
nicate with each other directly in the presence of an independent RF
signal, which can be generated by a local exciter or can simply be an
ambient signal [1, 2, 3]. We refer to this type of network as a tag-
to-tag network. The tags of the network are passive and inexpensive
and yet have the ability and intelligence to communicate directly
with tags that are in their proximity. It is not difficult to imagine
how such networks can play a prominent role in the up-and-coming
Internet-of-Things (IoT). These tags can readily be attached to ob-
jects, can easily be deployed in large scales and can sense activities
and interactions around them, as illustrated in Figure 1.

Passive tag-to-tag communication is a relatively new technol-
ogy [1, 4]. Electromagnetic models for such communication were
addressed in [5], and there have been various efforts to advance this
technology. One is presented in [1], where commercial TV signals
were exploited for excitation, and where communication ranges of a
fraction of a meter were reported. In an effort to extend the range
of the tag-to-tag link, the authors of [3] implemented a CDMA en-
coding. Another approach to increase the communication range in
tag-to-tag networks was to build customized multi-hop network ar-
chitectures and routing protocols [6].

In the past few years, we have actively conducted research on
tag-to-tag networks, and they range from efforts to design better
hardware for the tags [7, 8], to tracking of events with these net-
works [9]. More recently, we have explored the possibility to use
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Fig. 1: A network of tags in a living space.

the network as a device-free activity recognition system [10]. This
is possible because our tags for communication exploit multiphase
probing, which amounts to reflecting the incident RF signal during
backscattering with different phases of the reflected signal. This al-
lows us to define backscatter channel state information (BCSI) and
enables the system of tags to recognize activities. In this paper, we
make a further claim that the BCSI is invariant w.r.t. changes in
deployment environments, human subjects, location within deploy-
ment environment, and different deployment locations. This feature
is of great practical value in the use of these tags. We demonstrate
the invariance with experiments conducted with our tags. Finally, it
goes without saying that the data acquired by our tag-to-tag network
provide a number of challenging problems from the areas of signal
processing and machine learning.

The paper is organized as follows. In the next section, we de-
scribe the tag-to-tag networks and the notion of channel estimation.
In Section 3, we explain the RF analytics of our tag-to-tag network,
and in particular the BCSI. In the following section, we address the
invariance of the RF analytics. In Section 5, we provide experimen-
tal results with our tags. We conclude the paper with final remarks
in Section 6.

2. TAG-TO-TAG NETWORKS

The backscattering communication principle until recently has been
mostly limited to RFID systems [11, 12, 13, 14, 15]. A standard
RFID system is comprised of an RFID reader, a computationally
powerful device with active radio and ability to cancel the emitting
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RF signal from the signal the reader is receiving. For tag-to-reader
communication, the tag simply modulates its antenna reflection co-
efficient by switching between two impedances that terminate the
tag antenna circuit [11], which effectively modulates the reflected
signal back to the reader. The active reader demodulates this signal
by employing IQ demodulation and active cancellation of the inter-
fering carrier signal. However, the large scale applications of RFID
systems have been mostly limited by the infrastructure cost of RFID
reader deployment.

Enabling tag-to-tag communication based on the backscattering
principle eliminates the need for RFID reader in the system. The
added complexity in the RF tag capable of the tag-to-tag communi-
cation lies on the receiving side. The receiving (Rx) tag has to be
able to resolve a low modulation index signal reflected by the trans-
mitting (Tx) tag. A conventional RFID tag is able to resolve a signal
from a transmitting RFID tag only on a distance that is a fraction of
a meter [4, 5]. With integrated signal amplification after envelope
detection on the RF tag, the range of tag-to-tag link is extended to a
few meters [7, 3]. RF tags can then form a network transforming a
conventional centralized system with an RFID reader to a distributed
system. The tag-to-tag network only requires the presence of an RF
signal in the environment. The RF signal can be either an ambient
signal from WiFi APs or TV towers, or can originate from a ded-
icated exciter device that emits continuous wave (CW) signal with
zero intelligence.

2.1. Tag-to-tag channel estimation

Techniques that are mostly used for activity recognition of a person
that does not carry or wear any device (device-free) rely on analysis
of wireless channels that ingrain information on reflections from a
person and other living beings and objects in the environment [16,
17, 18]. Passive RF tags cannot perform 1Q demodulation in order to
estimate tag-to-tag channels due to their limited power budgets. Tags
have to rely on passive envelope demodulation that only obtains the
amplitude of the received signal.

To describe the proposed technique for estimation of tag-to-tag
channel, let us observe the following scenario with a dedicated ex-
citer and Tx and Rx tags, as shown in Fig. 2. For simplicity of the
derivation, we assume that the Tx tag switches between two states,
open circuit and reflection with phase ¢. First, when the antenna cir-
cuit of the Tx tag is open, the Rx tag only receives the signal from
the exciter, i.e.,

VR1 (t) — AE(t)ej'(w15+9}3(t))7 1)

where vRr1 is the signal received at the Rx tag in state 1. The sym-
bols Ag and @ are the amplitude and the phase of the exciter-Rx
channel and are dependent on the reflections from the environment.
The impedance of the antenna circuit is then changed, such that the
Tx tag reflects the incident RF signal with a phase ¢. The signal
received at the Rx tag combines the reflected signal from the Tx tag
and the direct path signal from exciter

vra(t) :AE(t)ej<wt+9E(t)) +AB(t)ej(wt+93(t)+¢)’ )

where Ap is the amplitude of the backscatter and 65 is the phase
of the exciter-Tx-Rx channel. The baseband signal obtained at the
Rx tag is the difference between the output of the envelope detector
in the two states. When the amplitude of the backscatter signal Ag
is much smaller than the amplitude of the excitation signal Ag, the
difference between the two amplitudes simplifies to

Avg(t) = vgs"(t) —vE " (1) 3)
Ap COS(¢ + GB(t) — GE(t))

Q
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Fig. 2: The direct and reflected signals in backscattering tag-to-tag
link scenario with a person present in the vicinity of the tags.

We define the backscatter channel phase as Opc(t) = 0p(t) — 0r(t).
To estimate the backscatter tag-to-tag channel, we have to esti-

mate the amplitude and phase Ap and ¢ (t). As the tags cannot

directly measure these channel parameters, we exploit that in

Avg = Apcos(¢ + 0pc), @

the phase ¢ is deterministic and set by the Tx tag. If the modulator
of the Tx tag varies the phase ¢, one can obtain the amplitude and
phase of the backscatter signal according to

™
il B N ®
AB = AUR’

¢=—0pc

The modulator of the Tx tag can be designed to operate in a num-
ber of states, with a set of discrete phases ¢1, ¢2, ..., ¢n, Where
N is the number of total states at which the modulator of the Tx
tag backscatters. The discrete reflection phases ¢1 to ¢ are chosen
to uniformly cover the range from O to 7. The phase #pc is esti-
mated based on the value of ¢ that results in Avg being equal 0.
With discrete number of states, §pc is estimated from a weighted
interpolation of two phases adjacent to zero-crossing of Avgr. The
amplitude Ap is obtained by weighted interpolation of Avg, i be-
tween the same two phases, and the coefficients of this interpolation
will be the same as those used in the estimation of 6 g¢. The number
of phases /N depends on the required resolution of the estimation of
Ap and Opc, the signal-to-noise ratio (SNR) of the received base-
band signal and the data rate of the tag-to-tag link.

3. RF ANALYTICS

Since the human body reflects wireless signals, any activity in the
vicinity of the tags alters the wireless channels around them in spe-
cific ways. Hence, by using the collated channel measurements from
all over the tag network, the system can infer a wealth of analytic in-
formation about the environment and its occupying objects and hu-
mans.

We cannot measure the dynamics of the exciter-Rx channel us-
ing the presented technique since we cannot control the phase of the
signal emmitted by the exciter. However, recording the changes in
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the excitation level Ag provides valuable supplementary informa-
tion about this channel. Based on the described technique, we for-
mulate a measure for the backscatter channel referred to as backscat-
ter channel state information (BCSI). This consists of the following
three quantities: 1) backscatter channel phase Opc, 2) backscatter
amplitude Ap, and 3) change in excitation amplitude between two
sampling intervals AAg. The BCSI vector recorded for a specific
activity in an environment will have similar signature to the same
activity performed in a different environment, as well as activity per-
formed by a different person [10].

The BCSI vector serves as a feature vector which forms the basis
of activity recognition. Once there is activity detected in the pres-
ence of two tags, the Tx tag enters a multi-phase probing (MPP)
backscatter, in which, in a single MPP cycle, it backscatters with dis-
crete reflection phase ¢1 to ¢n. For each probing cycle, the Rx tag
computes the BCSI vector for that cycle, h(¢). During the activity,
the BCSI vector is sampled, where the sampling rate is sufficiently
higher than the frequency/speed of the activities. The determination
of the sampling rate is also driven by the energy budget of the Rx
tag which limits the backscatter data rate and the number of discrete
reflection phases. The sampled BCSI vector carries the distinctive
signature of a specific event and is then used for classification.

4. THE INVARIANCE OF THE RF ANALYTICS

The use of the proposed BCSI measure for activity recognition with
similar analytics is particularly attractive since the performance of
such a system would be agnostic to the environment within which it
is deployed. In the previous section, we have introduced the BCSI
vector which contains the backscatter channel phase, backscatter
channel amplitude, and the change in baseline excitation level. This
vector is denoted as follows:

h(t) = [GBC Ap AAE} . (6)

In order to perform activity recognition, the Tx tag sends out the
MPP signal continuously for a few cycles. For each cycle ¢, the Rx
tag computes the BCSI vector h(t). These continuous BCSI sam-
ples are then conveyed to an analytic center for processing. Here the
individual components of the BCSI are parsed for certain dynamic
variation patterns. Such patterns in each component jointly form an
event signature which is used to classify the detected event. It is
important to note here that all analytics and event recognition is per-
formed based on the dynamic variation patterns in the BCSI vector
components and not their absolute value. This results in the follow-
ing vital invariance properties of the system which greatly enhance
its robustness and use in practical situations:

1. Invariance w.r.t. changes in the deployment environment:
Changes in the deployment environment such as static objects
and clutter does not require retraining of the system.

2. Invariance w.r.t. to human subjects: Event recognition per-
formance remains the same for different humans irrespective
of the physical size and shape of the subject compared to the
subject used for training the system.

3. Invariance w.r.t. to location within the deployment enviro-
ment: Since the proposed system will inherently have a dense
deployment of tags, and because tag-to-tag links are short
range, the system can recognize events in all areas within the
deployment zone given sufficient coverage of tags.

4. Invariance w.r.t. to different deployment locations: Once the
system is deployed and trained, it can be deployed in the same

constellation in a totally different environment and will per-
form identically without requiring retraining.

5. EXPERIMENTAL RESULTS

5.1. Prototype Tag

The modular tag prototype that enables collection of the BCSI vec-
tor data for passive channel estimation and activity recognition has
been fabricated [19]. The tag itself includes a single dipole antenna
on a separate printed circuit board (PCB) and uses discrete compo-
nent architectures for the modulator and demodulator implementa-
tion for tag-to-tag communication. The modulator design includes
an RF switch which accommodates ten different reflection phases.
The demodulator consists of a passive envelope detector followed by
a low-pass filter. The control is implemented on a low-power micro-
controller (TI MSP 430). For measurement of BCSI, the envelope
detector output is connected to a PCB with high-resolution 16-bit
80 kbps ADC that enables data logging of the envelope signal and
off-line computation of the BCSI vector. The exciter is implemented
using a software radio BladeRF [20] and open source software [21].
The exciter emits a CW signal at 915 MHz. The BladeRF is con-
nected to a 9 dBi circularly polarized antenna [22].

5.2. Experimental Setup

We have conducted an initial study in which we evaluated the pro-
posed technique for activity recognition [19]. We have collected
training and testing samples for 9 participants that performed 10 dif-
ferent daily activities in a lab setting. The activities are grouped into
8 classes: 1) brushing, 2) falling, 3) running, 4) no activity (person
is either sitting or standing still), 5) sitting down from standing po-
sition, 6) standing up from seating position, 7) walking, 8) waving
(person 1is either sitting or standing while waving). The outline of
the used 9 m x 9 m room, along with the positions of the RF exciter,
Tx tag and four Rx tags and the selected four positions of the subject
performing the activity is shown in Fig. 3. The exciter power is set
at 15 dBm and the transmitter transmits at different ten phases. The
sampling time of the collection of BCSI information is 50 ms and the
data is recorded for 2.5 s from the start of the activity. Each subject
repeated 5 times each activity in each of the four depicted locations
in Fig. 3.

5.3. Estimating Ag and ¢

Each activity is captured in a duration of 2.5 seconds using 50 trans-
missions. For each transmission, we have observations of the ampli-
tudes for a set of fixed phases, from which a sinusoid function that is
characterized by its phase and amplitude can be estimated with stan-
dard signal processing techniques. The resolution can be improved
if we have more observations.

5.4. Invariance

Each activity experiment is encoded by the dynamics of the BCSI
vector. In this subsection, we show that the information encoded,
not only captures the signatures of different activities, but also is
invariant w.r.t. location, changes in deployment environment and
human subject. To better visualize the similarities, we only compare
the dynamics of Ap since the similarities in the dynamics of p¢c
and A A need re-scaling, reversing and shifting to be seen.
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Fig. 3: The experimental setup for the activity recognition study
showing the locations of the exciter and the tags.
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Fig. 4: Dynamic patterns of Ag in BCSI vectors from Rx tag 4.
The same subject performed the activity of running at two different
locations.

5.4.1. Invariance w.r.t. location

To demonstrate the invariance w.r.t to location, we show the dynam-
ics of Ap from two BCSI vectors, in Fig. 4. Both were obtained
from Rx tag 4, corresponding to a human subject performing the ac-
tivity of running at two different locations, location 2 and location
3, respectively. It is clear that the waveforms captured by the tags at
the two different locations are very similar.

5.4.2. Invariance w.r.t. changes in the deployment environment

To show the invariance in this case, we adopted BCSI vectors from
two different Rx tags, tag 1 and tag 4, that correspond to the same
subject that performed the activity of falling at two different loca-
tions, respectively. The dynamic patterns of the channel amplitude
are shown in Fig. 5. Again, the similarity of the patterns is apparent.

5.4.3. Invariance w.r.t. to human subject

The invariance w.r.t. to human subjects is demonstrated in Fig. 6.
An activity of walking was performed at the same location. We com-
pared the amplitude from two BCSI vectors obtained from the same

» Backscatter channel amplitude for falling

—Location 1, Subject 2, Tag 1
—Location 2, Subject 2, Tag 4

25

0 5 10 15 20 25 30 35 40 45 50
Transmission

Fig. 5: Dynamic patterns of Ap in BCSI vectors from two different
Rx tags. The same subject performed the activity of falling at two
different locations.
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Fig. 6: Dynamic patterns of Ap in BCSI vectors from the same Rx
tag. The different subjects performed the activity of walking at the
same location.

Rx tag, one for subject 1 and the other for subject 2. It is obvious
that the two waveforms are very similar. Intuitively, activity walking
is similar to running but with a slower pace than running. Interest-
ingly, after comparing Fig. 4, where activity running is used, and
Fig. 6, we can see that this is also captured by the waveforms of the
amplitude.

6. CONCLUSIONS

In this paper we address tag-to-tag networks, where passive RFID
tags communicate with each other without the presence of RFID
readers. For back-scattering, they either use local RF exciters or
ambient RF signals. The tags for communication exploit multiphase
probing, which in turn provides rich RF analytics about the envi-
ronment where the tags operate. An important characteristic of the
analytics is that they are invariant to a number of variables, includ-
ing the deployment environment. We show the invariance from data
acquired from our tags. RF analytics from a tag-to-tag network like
ours will provide many opportunities for development of novel sig-
nal processing and machine learning methods for inference. The
range of applications can be wide, and besides activity recognition,
it will include monitoring of infrastructure such as bridges and build-
ings and enhancing the smartness of the spaces we live in.
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